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ONT JguuwiS @ >9,9 09>
g VAT N EAN Y Gl b JguisS 5,y ol

ZYXEL @ rmcsai7ca BE

Login

b 39,9 ool 51 Gy aScowl ONT 55 oy SS9, 22 U2 0GR 30, 9 @dMIN JguiS 0,9 i Sy, 8 U
> i |y j0,)

(DHCP 9 Home Networking) wloabuis

9 ONT IP @ bgsyo wlowhais Ulgi o oaud ol )5 (2ugis Home Networking (iuse s,ls Network Setting oo
> pll |, DHCP

ZYXEL | emoseizca :> =

Connectivity System Info
Model Name PMG5617GA
/{f‘\}.l LZI Fimmware Version  V5.40(ABNA.2)KO
g \ | ———
s — system Uptime 0 days 21 hours 32 mins 0 secs

LAN MAC Address 7C:77:16:3C:A8:D0
GPON WAN 1Gbps/2.5Gbhps
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ZYXEL | rpueseirca

Home Networking

LAN Setup= Stofic

The LAM IF address i the P oddress you uge tolog inte the web coafigurator. The DHCP server cettings define the ndes on how to asign IP addrecres fo the LAN clerts on your nehwos:

Interface Group

Dedouit -
1% 168 1 1
Subnat Mask #35 255 255 ]
DHCP Servar State
pHCE W Enokle ISaDE

IP Addressing Yalues

¥2 158 1 z
3 158 1 754
Autsreterve P for s sams ekt [ =
DHCP Server Leaze Time
davs 0 noues a miFutes
DNS Values
L i o I5E

LAN IPvé Mode Setup

Cancel Apply

PPPOE wloubui
S SWUS Modify aiu3S S, . augui Broadband iuss s,lg Network Setting caowud

ZYXEL | emossizca -

Broadband

You can cenfigure the Internet setings of this device. Comect configurations bulld successful Internet connection.

# MName Type Mode Encapsviation 802.1p 80219 |IGMPProxy NAT Defauvit Gateway IPvé MLD Prexy Modify

| WANT FOM Raouting FPPcE MNiA A ¥ ¥ ¥ M ™
2 WANZ FOM  FRoufing IPoE MNEA MNIA M ¥ ) M ™
3 WANZ PON  Roufing IPoE A N A N il N M N
4  WaN4  PON Routing IFaE [ A MNFA M o N M N
3 WANS PON  Routing IPoE MAA 1444 M i ™ M ™
6  WAMe FPON  Routing IPDE MNFA NFA N T H M M
7 WANT FON Rourtfing IPoE PhEA N8 N o H M ™
a WANE  PON Rouding IPoE MNAA N A N Y 2] M N
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ZYXEL @ emessizea

{
General
1 PPPe
Pya/IPvE
i Pued Dby
VLAN

MVLAN

MTU

General: Enable

Mode: Routing

Encapsulation: PPPOE

PPP User Name: Jils s, aswlow

PPP Password: ;o,

Edit WAN Interface

@ PPP Information
@
,.:.,w & Conneet De
. Wi | =

IP Address
& CObtainanif Addre afica
-0 1)
Stalle IF Addre
i DNS Server
@ in T 1 A
= Fallawing & L

1S pudaio | 505 5)lgo ouwd (il >

S SIS Apply sy, 5 el 5o

Wireless wloubuii

g Wireless caoud ,lg Network Setting aoausd 1
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Network Setting
Broadband
Heme Networking
Routing
QoS
NAT
DNS
Vian Group
Interface Grouping

USB Service

Security
VolP
System Monitor
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Restart

Q@
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Ganeail Susst/Mors AP MAC Authenticofion  WFS WM

A WiFi-nstwork nome (also known as 551D} and a security level ore basic elements to start a Wi-Fi service. It is recommended to seta
security level other than no security fo profect vour dola from unauthorzed access or damage via WI-F nefwork.

| WiFi Network Sefup |

i =
Wikl - ]

Channal Auto - Currant 1 2 /20 M=

rote: If configurs 5= fived channsl in BFS channel, The culrent running channs! may not be consstent os user tpacified after DFS foke sffect.
Bandwidih 20MHz -

Confrol Sideband

WiFi Network Setftings

Wik Metwork Mame Iyxel_ABD|

Max Clents 32

Multicast Forwarding

Mazx, Upstream Bandwidth e Kbps
Mazx. Downstream Bondwicih - Kkeps
Security Level
g . More Secure
O SeCUry
Sk [Recommended)

-
Securty Mode WFAZ-PSK v
Generate pasword automatically
Enter 8-63 ASCll charocters or 64 hexadecimal digits ['D-9", "A-F").
Password i @
Strangth mediurm
i

DS SIS Apply Sy w0 wulgs 5 g o3l plul 1) o5 wlewhais Caouwd ol )
WiFi Network Name: ud ulg aSooi oU
Security Mode:

Password: Judlg 5,5
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MAC Filters;lail ol
' ugs MAC Authentication S, ,w 5,lg Wireless coows ;|

13uS SWS Add new MAC address @3S S, 51 gt 9 Jud> 1,9 Allow Sy, s |, MAC Restrict Mode caouud
WiFi

MAC Avthentication

MAC Authentication can allow or block the access of the device(s) to your WIF network, Edit the list In the fable to declde the rule of the
access on devics(s)

General

S5iD Iywa| ABDI -

MAC Restrict Made lisable Deny @ Allow

MAC address List

+ Add new MAC oddress

# MAC Address Madify

HNote

A maximum of 25 MAC Authentication rules can be configured.

Cancel Apply

Add MAC address tfo list

To add o device, please enter device's MAC address

MAC Addlress = = E = -

Cancel QK

S SWUS OK sg) 5 9 5)lg |, o&iws MAC address aslsl >
S SIS Apply sg, ol 5o

WPS wloubii

g WPS &, 0w 3,lg Wireless caowud

.Jud> 1,8 Disable g, , |, WPS a3

S SIS Apply g, 1 culp 5o
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WiFi

WPE
Enablng WiFl Frolected Sehup (W) leh you odd nerw WPS-compalible devces fo the WFl natwork with oase. Seiect one of hoe WS

ma Ihesh and glden e iniruciian 1o atlobish WS connes lan, I yout WiR cient devics b eguipped with o WPE Buhlan, Puih Budlen
Configuration [FEC) mehed would be the prafeabie way o do WPS.

General
; o

Add a new device wilth WP Method

i £ Y
- )
L | meinod 1 pac ) [Cgg Methed2zen @ [0 Metheds @
Shapt. Chck WP bution WeS Stepl. Endar tha PIN of vour new WiR Enter AF's PIN Humber in Wili Cliend
chent device and than click Cuwran slate Configured

Shopl. Pramn the WS bulton on your new Engitior 1. Pheas relsaie configueation IF you
WiFl chant davice wihis 120 wani o configure ihe WIR settings
1o ands

SlepZ. Prow ihe WP butlon on your nds

E = 3 I |
WiF cBent dovice within 170 2 Enor cumand PIN numiber on your

Wi cliant
SeCOnc

VOIP wloubii

12uS wlxil |, Add New Account @3S 9 dugaio SIP S w 3,l9 VOIP caonud 5l

Connection Status >4
Network Setting
Security §
Wizara
VolP
SiP
Theme
Phone |
Call Rule O
Call History Restart

©

System Monitor

Language

g

Logout

Maintenance
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1 u9SIP Service Provider &, ,w 3,9 SIP Coowd >

SIP

SIP Account |SIP Service Provider I

SIP Service Provider offers services of making Infemet calls using VolP technology. You may need to consult your SIP Service
Provider for the following settings. This configuration should be used in conjunction with SIP Account.

4 Add New Providel

# SIP Service Provider Name SIP Proxy Server Address REGISTER Server Address SIP Service Domain Modify

1 shatel voice.shatelir voice.shatel.ir voice.shatel.ir i}

1auS SUS Add New Provider g,

SIP Service Provider Selection

Service Provider Selection shatel

General
SIP Service Provider Enable SIP Service Provider
SIP Service Provider Name shatel

SiP Local Port

SIP Proxy Server Address voice.shatelr

SIP Proxy Server Pori

SIP REGISTEAR Server Address voice.shatelir

SIP REGISTRAR Server Part

SIP Service Domain voice.shatelir

N
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SIP Service Provider: Enable

SIP Service Provider Name: shatel

SIP Proxy Server Address: voice.shatel.ir

SIP REGISTRAR Server Address: voice.shatel.ir
SIP Service Domain: voice.shatel.ir

DD s | B whgy 1SS

s plul JSi (il 1) wlewdaii 9 05,5 wlzil |, Add New Account aiu;S SIP Account Sgio 5 aslsl 5>

SIP

SIP Account

In erder io make Intemef phone calls, @ valid SIF account is essential, You may need 1o consull your SIF service provider for the following
setfings, This configurafion should be uzed in conjunction with SIF Service Provider,

4+ Add New Account

Add New Account

SIP Account Selection

SIF Account Selectian ChangeMe
SIP Service Provider Association

SIP Account Associated with shatel b i
General

Enable 3IF Account

SIP AccountNumber

Avuthentication

o

RL Type SIP A
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.2 S |, Enable SIP Account ai;S
SIP Account Number: 6.0 U9 o S olyod a4 (08, A SU Jiluw o)l
Username: o0 Ul i AS olwod a4 swd, A SU Jila ol
Password: SU Jila 50,
S SulS OK sy 0 wulys 5>

1 g Phone cuoowd s,lg VOIP Siusw 51 ONT @b SolUl ,ali S3g,9 Slaline ay by o wlowais ly

Connection Status X
Network Setting
Security §
Wizard
VolP
SIP
Theme
|
Call Rule (_)
Coll Histary Restart
System Monitor Q
Languoge
Maintenance
=
Logout
1S SS Modify g,
Phone

Phone Device

Phone Davice confligurafion dafine the rialion: betwaen your 53 accouni(s] ond phvone i), That B which phona( 1) will dng when a
ipdeiie BIP GEEounl Aumbt rddehvl & inSdaming call and wissh 5P aesount fambss will Bé vied whad 6 ipadiie phand i used 16 mMaka
an culgoing coll

] Fhame D Infarmal Mumisst Ineaming SIF Mumber Culgaing iIF Mumber Madily

1 PHOINER ol 0 21ROy 21910 i

2 Changeha Changaehie B
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asS sl SIP sg, , |, SIP Account(s) to Receive Incoming Call g SIP Account to Make Outgoing Call  «sla a8
pad o 513 pul 03l pll 1) wlewhnis

Phone Device Edit

SIP Account to Make Outgoing Call

SIP Account SIP Number
@ siP1 2191009008
(=) ChangehMe

SIP Accounti(s) fo Receive Incoming Call

SIP Account SIP Number
SIP1 2191009008
Pz ChangehMe

Immediate Dial Enable

Immediate Dial Enable

Cancel QK
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Missed (Outgoing  Incoming (sww,

Aol cswo oad i Ju8 Call History waowd (VOIP  couud 5l

Connection Status X
Netweork Sefting
Security
Wizard
VolP
siP
Thema
Phons |
Call Rule Q
Call History Restart
System Monitor Q
Language
Maintenance
&
Logout
Call History
Call Mighory
Call Hvlory poge shows iha infomation of predoos call
Ciiihys . Clearlid  Refash.  Exper

Q Incoming 4 Ouigoing % Mawed

Type Daode Hame Humber Phone Device Culgaing Number Durafion (khommess) Modihy
% OR-19-200 ) 298 PHOME] 2100 Q00000 (|
g OR-19-2022 1 1729:24 s X : PHORE rd Lo ld] CCHO0EDD 5]

\&
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Portforwarding wloubuii
13uS wlxil |, Add New Rule a3 9 oo NAT i 5, Network Setting caowwd

Connection Status X
Network Setting
Broadband §
Wireless o]

Home Networking

Routing

(oS Thems
O
DNS
Resfart
llan Group
Interface Grouping Q
LISB Service Languoge
Security B’
Legout

VolP

System Monitor

NAT

ParFenvarding® Forf Triggerng  DMI

Port Forwarding is commonly used whan you want to use Intemet activities such as, online goming, P2P file sharing or even hosting servers

on your network. H crecates o bridge to allow another party from the internet, fo contact a specific LAN client on your network correctly.

e etAcd Mew Rule
Service Originating WAN Server IP Start End Translation Tranzlation
# Status Name IP Inferface Address Port Port Start Port End Port Protecal Medify

MNets

The TCF port 7347 is reserved Tor sysiem usoge.
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Add New Rule

Active [ B

Service Name

WAN Inferface Default A
Start Port

End Port +
Translation Start Port v

Translation End Port

Server IP Address

Configure Criginating IP Enable

rotoco TCP -

DMZ pubii
AwS kil |, DMZ &5 5w 9 000 NAT God 5,lg Network Setting «Sgin

9 03,5 3lg 1 ... L DVRIP Mio S e 0l Sy, DMZ suslgso aS IP wlgine Default Server Address wowd s
S APPlY g

NAT

DR ALG  Address Mopping | Sessions

The Lan client in the Demilitorized fone (DMT) B no longer bahind fhis device and theraefore con run ary Intemet applicafions such as

video conferencing and Intermet gaming without resfictions, but with the same reason, it alsa uncovers itself to Intemet security threats.

(=]
o
(]
foc}

Defoult Server Address
Mote
(1) Enter IP address ond click "Apply” to activote the DMI host.

(2] Clear the IP address field and click "Apply” fo de-activate the DML host

Cancel Apply
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ICMP Oloukis

g Remote Management iz 5,9 Maintenance wiouwd ;1 « ONT (PING ws,S Jled e/ Jled iy

MGMT Sedvleed

Connection Status

Network Setting

Security

VolP

System Monitor

Maintenance

System

User Account

I Remote Mancgement ]

SNIP.

Time

E-mail Notificction

Log Settings

Firmwaore Upgrade

Backup/Restore

Reboot

Dicgnostic

Remote Management

X

® i A

Theme

G

Restort

©

Ltonguoge

Logout

Rarmafo MOMT anobies vorout appsoachen 10 acom Filt Savico ramabaky nom-a WAN andios LAN connes Son.

Service Conirol

WAN

Cance

——

Trusl Dasmain

Apply

Pt

'
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:ACL Lloubbis

1awS Jled |, Telnet 9 ACL awilgsian caosud ol 5> Guizod

Remote Management

MGMI Services  Trust Domain

Use this screen to configure the interfaces through which services can access the Zyxel Device. You can also specify

service port numbers computers must use to connect fo the Zyxel Device.

Service Control

WAN Interface used for services @ Any_ WAN MURLWAN
WWAN ADSL VDSL

Service LAN WLAN WAN Trust Domain
Enable Enable Enable
HTTPS Enable Enable Enable | Enable
FTP Enable Enable Enable Enable
Enable Enable Enable Enable
$SH Enable Enable Enable Enable
SNMP Enable Enable Enable Enable
PING EFnable Enable Enable Enable

ETHWAN

80

443

23

22

Port

L&)

<>

<>

ONT Upgrade

.9 Firmware Upgrade (iuss >,lg Maintenance caoowd 31 ONT 35,350 sl
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Connection Status X

Network Setting

Security §
Wizard

VeolP

¢

Theme

System Monitor

€,

Maintenance

Restart
System
User Account Q
Remole Management Language
SNIP

s

Time

Logout

E-mail Notification

Log Setfings

Firmware Upgrade

Backup/Restore
Reboot

Diagnostic

dwm |, Upload aeSs g 05, wlxl | albgy o Ju1d Browse anSs Sy, SWS L conwsd ol s

Firmware Upgrade

Firmwars Upgrode is where you can updaote the device with newly released features by uogroding the latest firmware. You con download
the latest firmware fie from the manufacturer wekbsite of this device.
Upgrade Firmware

Restore Defaull Setings After Frmware Upgrode

Current Firmweare Version: VE.40{ ABNA 21RO

Fil= Pafh Brot??g._.._| Mo file salected. Upload

AR
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SO o0 SOl w0

g Traffic Status iuse 5,l9 System Monitor cuocuwd 5l (88 a0 Su8l5 (oo Sl

Connection Status
Network Setting
Security

VolP

System Monitor

Log

Traffic Stafus

VolP Status
ARP Table

Routing Table
GPON Stafus

Maintenance

X

A

Wizard

&

Theme

C

Restart

€]

Language

g

Logout

S oadline SuSwi @ | (2.4G/ 5G L) LAN (WAN 58 a0 S8l Llgine Giuz ol )

Yy
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LAN

Traffic Status

Figures cbout data that have been sent to and received from each LAN port {including WiF) are dizplayed in the following table.

Interface
Bytez Seni
Bytes Received

Interface

Senl (Packet)

Received (Facksl)

NMans

LANT LANZ
307016422 Q
2308584706 Q

LAN1 LANZ
Data 3505155 0
Error Q 0
Drop a Q
Data 2749450 0
Error @ 0
Drop a 0

LANS

LANS

oo o o o o

0

LANS

LANS

o o o o o

2.4G WLAN
5125753902

791469470

2.4G WLAN

5G WLAN

3737504

(=]

3G WLAN
952847813

194520323

744275

185315

(4]

Firewall ulonblii

g Firewall Gz s)lg Security caoowd ;1 Firewall wloodhis (sow )y Sly

——

Yy

'
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Connection Status X

Network Setting

A

Security
Wizard
MAC Filter
Parental Control Theme

Scheduler Rule

C

Certificates
Restart
VolIP Q
System Monitor Language
. By
Maintenance
Logout
Firewall

General  Frofocc

The firewal blocks unautherized access fo your network. Drag and drop the indicator to set a security level. Also note that a higher firewall

level means more restrictions to the Intemat activities you want 1o perfarm.

Pvd Frewall

=)
[Fvé Frewall .:

Medium Hiah
o (Recommended) -
i N
LAN fo W AN '::-P\‘

VAN fo LAN 6

ONT Wloubuii ax2o @ 39,9 j0) 9 SIS pU i

g User Account caowwd 3)lg 9 03,5 SIS Maintenance S, ,w S,

Y¥

——
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Connection Status X

Network Setting

Security §
Wizard

VolP

&

Theme

System Monitor

c

Maintenance

Restart

System
)

Remote [Management Longoans
SNMP

=
Time

Logout

E-mail Nofification
Log Settings
Firmware Upgrade
Backup/Restore
Reboot

Diagnostic

S SIS Modify @3S s,

User Account

User Account lets you create or manage the user occounts on the device.

< Add New Account

# Active User Name Refry Times Idle Timeout Lock Peried Group Modify

I admin 3 24 il Administrator 1]

Cancel Apply

Yo

——
| —
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User Account Edit

User Name

®) ssword | wweesesswes @
P = I e @
Verify Password | wewssseses @
Retry Times 3 (0~5], 0 : Mot fimit
die Timeou 5 linute(s)(1
Lock Period 5 linute|(s) {5~
Cancel QK

o wlouhis axan jl 9 s9iw Wel eyl ONT wlouhhis axas aS (silo; Hlade Ulgiue Idle timeout conwd s @ aass

5,5 pudhio | sguin

ONT Reset g ONT Backup/Restore og=x

.9 Backup/Restore caouud 3,4l 9 05,5 SJUS  Maintenance S, ,w Sy,

——

\t4
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Connection Staifus X
Network Setling
Security
Wizara
VolP
System Monitor ene
©)
Maintenance
Restort
System
User Account @
Romate Management Language
SNMP
=
Time
Logout

E-miail Notificotion
Log Settings

Firmware Upgrade

Backug/Resloe

Reboot

Diggnostic

3,5 559589 ;) | ONT ulgiuo Reset aoSs I oslaiwl U caonwsd ¢l )>
5,15 5g>9 Backup Configuration oouwd ;5 ONT wlewlhis ;1 BACKUP wlSsl

5,8 oslawl ol 5l Backup b oinils g0 5 Ulginoe 30 Restore Configuration Caoowd ;>

Yy

—
| —
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Backup/Restore

You can save the cument setlings In o backup file on your computer, or restore previous seltings from a backup fle. You con ale resef the

device back fo it factory detfault state.

[ Backup Configuration |

Click Bockup fo save the cument conflguration of your system fo your computer,

Backup

Restore Configuration |

To restore a previcusly saved conflguration file to your system, browse to the localion of the cenfiguration file and click Upload.

Flle Path Emwse_ MNe file selected. Upload

Back to Factory Default Settings

Click Resef to clear all user-antered conflgurciion information and retum o foctory defoult settings. After resetting, the
- Password is prinled on alabsl on the bollom of the device, wiitten ofter the lext Password”,
- LAN P address will be 19214811

- DHCF will be reset o defoult ssiing

Resel

.90 Reboot wiouuwd >)lg 9 05,5 SIS

Reboot

Reboot performs a software restart of the device. If takes about o minuie before you can log in agan.

System Reboot Reboot

ONT Reboot o9

Maintenance &, ,w Sg,

GPON Information

.9 GPON Status woowd 3,lg 9 05,5 SIS System Monitor S, ,w Sy,

YA
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Connection Status X

Network Setting

Security §
Wizard

VolP

&

Themea

System Monitor

Lleg (D

Traffic Status Reostart

YolP Status

ARP Table g

Routing Table U

GPON stalus 5
Maintenance rogedt

S oadluw |, power signal ¢ GPON serial number swlgiue cocwd ¢l 5>

GPON Status

GFON Status displays GPON information.

GFON Information

GFON serial number ZYUP163CABDO
RX power tignal -20.86 dBmn

TK power signal 2.83 dBrm
Tempercture 4368 °C
Voltoge 3.29V

Ya
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